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Star Wars in the New 
Millennium:  
Cyber Liability and Data Risk 

“Cyber Liability” and “Data 
Risk” – Catchy…But What Do 
They Mean? 
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Cyber Liability and Data Risk 
o Cyber liability refers generally to new 

types of liability faced by companies 
due to their use of technology.  

o Data risk is a subset of cyber liability 
that refers to a compromise of 
sensitive data stored electronically. 

Challenges of Cyber Liability 

o  Stupendous growth of electronic data storage 
and communication has created new challenges 
for business entities.  

o  Arises from our dependence on all things 
electronic 

o  1.8 Billion people using the Internet 
o  Text, e-mail, billing systems, payment 

systems, business operations, smart phones 
(Blackberry, iPhone, etc.) 
n  Increases the risk because information is electronic 

and infinitely portable.  
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Two Challenging Types of 
Claims 

o Data Risk (also known as Data 
Breach): Claims arising from a breach 
of company data (first and third-
party)  

o Cyber-Privacy: Claims arising from a 
compromise of employee cyber-
privacy 

o Data Risk will be our focus today.  

Response by Insurance Carriers 

o  Carriers recognize that cyber-related claims 
require a new approach, including tailored 
policies and careful handling.  

o  New Policies are Being Created 
n  Enhanced Privacy Endorsements 
n  Technology and Media Coverage  

add-ons 
n  EPL enhancements 
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Data Risk (Data Breach) 
Claims 

Data Breach Claims 

o  A data breach can cost millions of 
dollars, based on the type and amount 
of data effected. 

o  Any entity that stores third-party data 
can be at risk, including (but certainly 
not limited to): 
n  Retailers 
n  Financial institutions 
n  Health care providers 
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Claim Examples – Data Breach 
o  Online retailer hacked  

o  Companies unknowingly spread a worm 

o  Disgruntled employee deletes the company’s 
databases, causing first party business 
interruption 

o  Computer hacker floods a company’s website,  

o  Private medical info is stolen 

Claim Examples - Other 
o  Some claims do not fall neatly in the categories of 
“employee privacy” or “data breach 

n  Company is sued for unauthorized use of a person’s photo 
on its website. 

 
n  A small business creates a website and is sued by another 

company alleging that their domain name violated 
trademark laws.  
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The Big One: Compromised 
Data 

o  543 million records lost over 2800 
breaches since 2005.  

o  See Privacy Rights Clearinghouse, http://
www.privacyrights.org/data-breach. Last accessed Jan 
22, 2012. 

o  25% of Companies With IT Outage for 
2-6 days go bankrupt immediately 

232 Lawsuits Studied 
o  Financial Harm=Greater Chance of 

Lawsuit 

o Medical Info: Greater Chance of 
Settlement 
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Data Breach Lawsuits 
o  Filed as class actions, mostly private 

o Ask for financial damages, prevention 
costs, and emotional distress 

o Usually big targets 

o  Either dismissed or settle. 

  
o Heartland Payment Systems: credit 

card numbers of clients 
o Cost: $12.5 Million in legal fees, costs 

and settlements 
o Credit Card Numbers are purchased 

by “information gangsters”  
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o Dave & Busters: FTC Complaint 
o  Intruder exploited vulnerabilities in 

systems 
o  130,000 unique credit cards stolen 
o  Issuing Banks Claimed over $500,000 

in unauthorized charges 
o Settled 

  
o Before TJ Maxx, no recognized private 

cause of action for data breach 
o  Judge let three theories survive: 

n  Two theories of negligent 
misrepresentation regarding their cyber 
security 

n  Lack of security measures amounted to 
unfair and deceptive business practice 

n  Settled with banks for $525,000 
n  Total cost over $40 million 
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Small-Medium Size Companies 
 

o  In 2010, Secret Service investigated 761 
data breaches, up from 141 in 2009. Of 
those, 482, or 63%, were at companies 
with 100 employees or fewer. 

 
o  But, they are not leading to lawsuits or claims.  

o  Link:  http://www.privacyrights.org/data-breach 

Variety of Data Breach Claims 

o  The potential claims are at least as 
varied as the potential claimants: 
n  Actual loss (theft) of customer, client or employee 

data 
n  Extortion based on a threatened loss of customer, 

client or employee data 
n  Monitoring or repairing of credit reports for those 

effected by a data breach 
n  Notices issued to those effected by a data breach 
n  Public relations activity necessitated by a data breach 
n  Remediation and repair of systems due to a data 

breach 
n  Lost profits caused by a data breach 
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Data Breach –  
Sources of Loss 

o  What are the sources of potential loss to the insured? 
n  While the most common (and most elusive) source of loss 

is a civil action by the individual effected by the breach, 
there are other sources of potential liability for the insured: 
o  Violation of “Red Flag Rules” (requiring entities to implement an 

identity theft prevention program) under the Fair and Accurate 
Credit Transactions Act, enforced by the Federal Trade Commission 
(“FTC”) 

o  Health Information Technology for Economic and Clinical Health 
Act, enforced by the FTC and the Department of Health and Human 
Services 

o  Children’s Online Privacy Protection Act 
o  CAN-SPAM Act 
o  Gramm-Leach-Bliley Act 
o  Fair Credit Reporting Act 
o  Computer Fraud and Abuse Act 
o  Federal Privacy Act 
o  State attorney general actions and consumer protection laws 

Data Breach –  
Potential Damages 

o  What are the potential damages to which the 
insured could be exposed? 
n  Depending on governmental involvement, the 

strategy of the claimant, and the approach of the 
Insured, multiple damages are possible: 
o  Compensatory damages (although difficult to prove) 
o  Consequential damages 
o  Punitive damages 
o  Fines and fees (imposed by regulatory agencies) 
o  Remediation of hardware and software 
o  Lost profits and goodwill 
o  Notification of effected individuals/entities 
o  Monitoring of effected individuals/entities 
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Federal “Red Flags” Rules 
o  The “Red Flags Rules,” were 

promulgated under the Fair and 
Accurate Credit Transactions Report 
Act. 16 CFR 681.1.  

o  Any company holding credit data could 
be subject 

o  Requires a Written Identify Theft 
Prevention Program 

o  June 1, 2010 Implementation 

Insurance For Cyber 
Claims 
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Gaps in Traditional  
Insurance Policies 

o  Property Insurance policies – “Property” : Tangible vs. 
Intangible 

o  D&O:  Property exclusion; Professional services exclusion; 
not covered by insuring clauses 

 
o  Crime/Fidelity policies –Tangible Property 

o  CGL: Exclusions for losses associated with unauthorized 
access by third parties. 

 
o  Errors & Omissions policies – Generally exclude security 

breaches or damages arising from unauthorized access. 

o  EPL policies – Not covered by Insuring Clauses. 

Cyber Liability –  
Covered Risks 

Generally, cyber liability policies address 
two types of risks: 

o  First Party: losses suffered directly by the 
Insured 

o  Third Party: losses associated with the Insured’s 
liability for damages suffered by a third party 
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First Party Losses 
 
o  Business interruption costs 
o  Crisis management and public relations 

costs 
o  Privacy notifications and credit monitoring 

costs 
o  Costs associated with theft or vandalism of 

a company’s network or systems 
o  Upgrades in network security 

Third Party Losses 
 
o  Disclosure Injuries: unauthorized access to or 

dissemination of a third party’s private information 
o  Content Injuries: copyright, trademark, trade secrets or 

other intellectual property claims  
o  Reputation Injuries: libel, slander, defamation, invasion 

of privacy claims 
o  System Injuries: security failures or virus transmissions 

that harm the computer systems of third parties 
o  Impaired Access Injuries: customers cannot access 

their accounts or information 
 



5/23/12 

14 

First Party Losses in 
Third Party Claims 

o Often a third party liability claim will 
involve direct losses by the Insured 
n  A third party cyber liability policy may 

provide coverage for certain direct losses 
associated with a claim (or a potential 
claim) by a third party.  These may 
include: 
o  Security breach notifications 
o  Credit monitoring costs 
o  Crisis management consultation 

At least 6 Separate Insuring 
Clauses!  
 
o  1) Technology Security Wrongful Act 
o  2) Privacy Wrongful Act 
o  3) Private Information Breach 
o  4) Web Media Services Wrongful Act 
o  5) Extortion Loss from Technology 

Threat 
o  6) Data Restoration Loss from Breach 
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Three Channels 
o Stand Alone (Big brokers, big 

companies with special needs) 

o  Endorsement to CGL, E&O etc. (Big 
companies and everyone else 

o  Part of Business Suite of Policies 
(Middle and small markets) 

The Market Right Now… 
o Canvassed 10 brokers (AON, Marsh, 

small retail and wholesale) 
o  Two things:  

n  Customers either want cat loss with high 
retention, high limit 

n  Generalized fear of unknown=small 
retention, lower limit 
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Pricing 
o  Pricing is all over the place 

o Most common range: $8k to $15k per 
million on larger accounts up to $100 
million 

o Mid-size/Small it is like EPL   

Underwriting Lessons: 
o Stand Alone:  many failures on broker 

and carrier side.  

o Cannot write by revenue alone or 
regular questionairre.  

o What is important to know?  
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What Do They Do? 
o Not how much revenue…. 

o But what do they actually DO 

n  Health organization of any kind 
n  Financial Services of any kind 
n  Government/Not for Profits 
n  Retailers! 

What are They Holding? 
o Not how much revenue… 

o But…what are they holding? 

o What are they transmitting? 

o How many transactions using PII? 
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The Truth 
o Canvassed 6 carriers 
 
o   Lots of incidents, not a lot of claims 

o  Lots of breaches, not a lot of lawsuits 

o Big companies, big claims 
 

Some others to consider… 
o Supply chain risk 

o  Interwoven companies on the supply 
chain 

o One goes down, they all go down 
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ISSUES FACING BLOGGERS 
AND WEBSITE MEDIA 

 1. COPYRIGHT INFRINGEMENT/SAFE HARBORS 
OF THE DCMA  

 
           A.  17 USC 512(c): Safe Harbor Provisions for 

OSPs   
  
 Service provider shall not be liable for monetary relief…, if 
the service provider- 
    
   * No actual knowledge of infringing material 
    
   * No apparent knowledge of infringing material 

 
   * Upon obtaining knowledge, acts expeditiously 

   to remove/disable infringing material 

Case Study: Viacom v. YouTube/Tiffany and Co. v. eBay, 
Inc 

Viacom v. You Tube/Google (S.D. NY 2010) 
 
§  FACTS: Viacom sued You Tube and Google for over a 

billion dollars alleging YouTube knew users were 
illegally using the site to download episodes of 
popular shows 

§  HOLDING: Summary Judgment per s. 512 immunity 
granted on behalf of Defendant. 

§  SIGNIFICANCE: Evidence that Defendant knew users 
were illegally downloading shows, and creating 
thumbnails to facilitate same, was insufficient to 
establish actual knowledge or overcome breadth of s. 
512. 
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Case Study: Viacom v. YouTube/Tiffany and Co. v. eBay, 
Inc (continued) 

Tiffany and Co. v. eBay (S.D. NY 2010) 
 
o  FACTS: Tiffany sued eBay for permitting users to sell 

fake Tiffany branded products in violation of its 
trademark 

o  HOLDING: Applying similar rationale to s. 512, eBay 
was immune from liability as eBay’s knowledge this 
was not specific as to which sellers were selling 
illegal versus authentic Tiffany products 

o  SIGNIFICANCE: Burden is on trademark holder to 
place service provider on actual and specific 
knowledge regarding alleged infringing conduct. 

Defending Copyright Infringement/Third Party 
Actions 

o  The safe harbor provisions and immunity seen throughout 
the DCMA relative to copyright infringement claims is broad 

o  Federal Courts are not afraid to recognize the breadth of 
these codes, and the legislative intent in enacting the same 

.  
o  On a practical matter, responding to a take-down notice 

expeditiously is a condition precedent to invoking these 
protections.  

o  Best practice: respond to take-down notice immediately, 
seek declaratory relief later. 

o  Punitive damages must be attacked at the onset; they are 
not recognized per the DCMA 

o  Fabre Defendants must be alleged when  illegal conduct is 
directed at unknown third party 
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Damages/Exposure 
o  Title 17 has provisions for actual damages and 

profits, statutory fines, attorney fees. 

o  504(c) states that a copyright owner “may 
recover, instead of actual damages and profits, 
an award of statutory damages for all 
infringements involved in the action, with 
respect to any one work…a sum not  less than 
$750 or more than $30,000...”. This award can 
increase to $150,000, if infringement is willful. 

o  Punitive Damages are not recognized 

OTHER ISSUES FACING BLOGGERS AND 
WEBSITE MEDIA: CYBER DEFAMATION AND BROAD 
SHIELD OF 47 U.S.C. § 230 

o  A.  47 U.S.C. § 230:  Communication Decency Act 

o  Although § 230 stills holds the original publisher 
responsible for defamation, the ISP is afforded 
explicit immunity (with some exceptions) 

o  Key provisions:  

o  No OSP shall be treated as the publisher or speaker of 
information provided by another; 

o  No OSP shall be liable if they act in good faith and 
with reasonable precautions to restrict obscene or 
violent content 
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 Case Study:  (1) Zeran v. American Online, Inc. (2) 
Blumentahal v. Drudge (3) Anthony v. Yahoo! Inc. (4) 
Fair Housing Council of San Fernando Valley v. 
Roommates.com, LLC. 

o  Zeran v. American Online, Inc. (4th Cir. 1997) 

o  FACTS:  An unidentified 3rd party posted a message 
on AOL, advertising t-shirts containing tasteless 
slogans related to the 1995 Oklahoma City bombing. 
The ad told users to contact Mr. Zeran.  Mr. Zeran/
Plaintiff sued AOL for allowing the post, claiming 
defamation.  

o  HOLDING: The court held that Section 230 grants 
ISP’s blanket immunity for defamatory content 
posted by 3rd Parties 

o  SIGNIFICANCE:Traditional editorial functions and 
liability of publishers in this context are not 
recognized. 

  Case Study:  (1) Zeran v. American Online, Inc. (2) 
Blumentahal v. Drudge (3) Anthony v. Yahoo! Inc. (4) 
Fair Housing Council of San Fernando Valley v. 
Roommates.com, LLC. (continued) 

Blumentahal v. Drudge (D.D.C.1998) 

o  FACTS: Blumenthal, an assistant to the president of 
the US, sued AOL for permitting and actually  paying 
Mr. Drudge to post content on a gossip column.  In 
said column, Mr. Drudge accused Blumenthal of 
spousal abuse 

o  HOLDING: AOL afforded immunity per s. 230 

o  SIGNIFICANCE: Even overt actions to approve and 
compensate columns does not overcome protections 
of s. 230 for the ISP 
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 Case Study:  (1) Zeran v. American Online, Inc. (2) 
Blumentahal v. Drudge (3) Anthony v. Yahoo! Inc. (4) 
Fair Housing Council of San Fernando Valley v. 
Roommates.com, LLC. (continued) 

Narrow Exceptions to Broad Immunity of § 230 
  
Anthony v. Yahoo! Inc. (N.D. Cal 2006) 
 

 Court found Yahoo liable for creating “false dating profiles” 
to entice people to use the service.  Section 230 not 
invoked as Yahoo actually created and published content 

 
Fair Housing Council of San Fernando Valley v. 

Roommates.com (9th Cir. 2008) 
 

 Although Roomates did not create adds, the site 
solicited tortious content, that is, content that would 
indicate a preference for a roommate that could 
potentially violate the FHA. 

 Defending Cyber Defamation 
o  Expeditious removal of defamatory content mitigates 

damages; 

o  Section 230 provides grounds for early motion 
resolution via motion practice 

o  Potential Fabre Defendants (actual creators of 
content) should be investigated 
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Damages/Exposure 
o  Punitive Damages are permitted 

o  Verdict ranges and settlements have been in the 
multi-million dollar ranges 

o  Mitigation, early motion practice, and all efforts 
to seek early resolution is critical 

SPECIAL TOPIC: MOBILE APP 
DEVELOPERS 
Privacy Lawsuits making the headlines 
 

 In 2010 and 2011, the main lawsuits we are 
seeing against mobile app developers involve 
alleged consumer privacy violations.  

 
 Specifically, misappropriation of the personal/
private information contained in the UDID 
(unique device identification contained in smart 
phones) 
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Mobile Apps (continued) 
Leading cases: 
 

 Two class action suits filed in California Federal 
Courts in December 2010 and January 2011 
against Apple and Mobile App developers 
including: Backflip, Dictionary.com, Pandora, 
and The Weather Channel (amongst others) 

Mobile Apps (continued) 
What did Apple and mobile app developers 

allegedly do? 
 

 FACTS: Apple provides a mobile app site affording 
users to download mobile apps.  Apple purports to 
monitor and approve the content of prospective 
developers prior to posting apps to the “Apple Store” 

 
 ALLEGATIONS: App developers obtained personal info 
of users when users downloaded apps.  Without 
disclosure or consent, the app developers sold the 
users’ personal information to third party ad 
agencies, and otherwise misappropriated the private 
information. 
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Mobile Apps (continued) 
Significance of the Apple/Mobile App Case 
 
The new litigation chasers? 

 *  Lawsuit filed just one week following an article 
 published by the Wallstreet Journal disclosing 
 misappropriation 

 
 *  Solicitation of anyone that downloaded the 

 specified apps 
 

Mobile Apps (continued) 
What do we expect the outcome of these cases to 

be? 
 

  
 To the extent the apps did in fact sell personal  
 information, without the consumer’s 
permission, and did not disclose same, potential 
liability exists.   
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Mobile Apps (continued) 
RECOMMENDATIONS FOR UNDERWRITERS 
 

 Require full and frank disclosures of what 
personal information will be maintained by the 
app developer, and how it will be used.  

 
 Exclude coverage for claims arising out of 
developer’s intentional, non-disclosed use, 
misappropriation, and/or transmittal of 
consumer’s personal/private information to 
third parties. 


